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Microcontroller Practicum Using a Samsung SmartThings Hub 
 
 
Overview 

The whole goal of an IoT environment is integration and convergence.  In the previous labs, you set up several 
discrete devices (lights, thermostats, doorbells, etc), but in this Practicum, you will be integrating all of the devices 
under the control of a single “microcontroller”. 
 
There are lots of microcontrollers; Wink, Insteon/SmartHome, HomeSeer and Home Assistant (a complete DIY 
environment … which we will be doing in the next set of labs.  One of the best known and currently the market leader 
is from Samsung (is it the best … arguably … but the Samsung name does have a lot of influence).  The setup and 
configuration is fairly easy, albeit, it’s still a work in progress and not everything works all the time. 
 
In this lab, you will setup the SmartThings Hub, and attempt to connect and control many of the connected devices 
that we’ve already setup. 

 
Hardware Required:  

● Router/Access Point/Switch ● Smart Lock 
● SmartThings Hub ● Sensors (motion, open/close, etc) 
● Tablet ● Hue and LIFX Lighting 
● Desktop/Laptop Computer ● Thermostats 
● Echo Dot ● Ring Doorbell 

 
Image of the Environment 
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Initial Set Up 

● Build out the environment according to the image above 
● Setup the Router/AP to give yourself your own private network.  Create your own wireless SSID and passphrase. 
● Connect the router to the room’s backbone network 
● Connect the desktop/laptop to the wired network 
● Connect the tablet or phone to the wireless network 
● Connect the SmartThings hub to the wired network and reset it: 

○ Disconnect the power cable from the hub 
○ Using a router reset tool, press and hold the reset button on the back of the hub 
○ While continuing to press the reset button, replace the power cable 
○ When the LED on the front changes from flashing yellow to solid yellow, release the button 

Note:  If you do not release the button within a few seconds after the LED switches to solid, the hub may not 
begin the reset process 

○ The hub may take 5-10 minutes to fully factory reset 
 

The SmartThings hub supports 4 wireless protocols, WiFi, Bluetooth, Zigbee and Z-Wave. 
 
 
1. Install and Configure the Samsung SmartThings hub … 
 

● Go the Play Store (Android) or the App Store (Apple IOS) and install the SmartThings (Samsung Connect) app 
 

● When the application finishes installing, open the app and tap the Sign In button which you’ll find in the lower right 
of the screen (accounts have already been setup). 
 

● Use the following credentials: 
Email Address: IoTStudent.ST@gmail.com 
Password: Password1$ 

You will need to agree to the Privacy Policy and tap DONE 
 
You will then be taken to the home screen.  This is the dashboard where all of the fun happens. 
 
The dashboard will show an already existing location, Place Holder - Do No Use (you may also see the other 
locations for the other pods). 
 

This is not the typical setup … you would use a default location to start with.  We are only using one account for 
all of the Samsung SmartThings hubs (makes it easier to rest hubs and devices after the practicum).   

 
Let’s take a short look at what’s on the screen: 
➔ The Location Name is at the top 
➔ Under the name, on the left side you’ll see 3 horizontal bars.  This is the menu where you can go to different 

parts of the app. (You might see some notices at the bottom.  To get rid of them, just tap on each one, go to the 
page and then you can return.) 

➔ On the right of the menu lines you will see a + sign.  Tap on it and a menu will pop up allowing for the quick 
addition of devices, scenes, automations, rooms and members. 

➔ On the far right, are 3 vertical dots.  Taping it will bring up a menu with the option to reorder the rooms on the 
page and to change the location information (such as the name, the geolocation or the mode) 
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● The first step is to create a new location. 
○ Tap the 3 horizontal lines on the left side of the screen, just above the locations. 
○ On the side menu, at the top you will see the existing locations … tap on the list arrow on the right, then tap on 

ADD NEW LOCATION 
○ Fill out the page as follows: 

Name Your Location: Pod# (where # is your pod number, i.e., Pod1) 
Geolocation:  Select your location as indicated on the screen 
Wallpaper:  You should change it 
Rooms:   Tap and select LIVING ROOM (although it really doesn’t matter) 

○ Then tap DONE 
○ And tap DONE again 

 
… and you will now have your own location. 

 
● On the screen, tap the + and select Add Device 

○ To add the hub, perform the following steps: 
* In the top panel labeled SAMSUNG, tap the Wi-Fi/Hub icon 
* In the list of Wi-Fi/Hubs, select SmartThings Hub 2015 (STC-ETH & Others) 
* You will see a list of all of the locations … tap your location and then tap NEXT 
* Make sure the hub is plugged into both power and the pod’s wired network, then tap NEXT 
* Now, you can choose a room (you can put it in any room, it doesn’t matter … for that matter you might 

want to create a unique room for just your IoT controllers … maybe MDF or EQUIPMENT CLOSET) and 
tap NEXT 

* There is a unique Welcome Code for each hub … the code is supplied on a card in the box, but we have 
put a label with the code on the top of the hub.  Type in this code  (tap DONE when finished typing) and 
tap REGISTER YOUR HUB. 

* You can change the name that will be shown on the device card (the default is Pod# Hub which is fine) 
* Once it’s been successfully connected, tape DONE in the lower right side of the screen. 

○ The hub will now show on a card on the dashboard 
 

2. Add devices to the SmartThings ecosystem. 
The first thing we should do is to add the devices that the hub can detect automatically, such as the Hue Light and the 
LIFX bulb. 
 
Since the devices need to be configured prior to being added.  If they are not already set up, go ahead and set them up. 
 

Philips Hue Lighting 
Set up a Hue lighting system with a bridge and a couple of light bulbs using the instructions from the earlier lab. 
 
LIFX Lighting 
Set up a LIFX bulb using the instructions from the earlier lab.  

Note: Remember, you can create any account you’d like, but to integrate the light with the SmartThings hub, 
you’ll need to use the LIFX username and password. 

 
Ring Doorbell 
Set up a Ring doorbell using the instructions from the earlier lab. 
 
Amazon Echo and the Alexa App 
Set up an Amazon Echo Dot using the instructions from the earlier lab. 
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To add any new devices, tap the + on the dashboard, and tap Add Device 

 
● Let’s start with the simple stuff; Hue Lights, Ring Doorbell, Contact Sensor and Motion Sensor … 

 
○ Swipe down into the All Brands section and look for the Phillips Hue icon and tap it. 

* It should have found all of the lights connected to the Hue bridge.  Tap the light and on the next screen 
make sure your SmartThings hub is selected and tap NEXT 

* Tap the radio button to place the light bulb in a room 
* Follow the on-screen instructions to add the Hue bridge and lights (this might take several minutes) 
* You should now see the bridge and the lights successfully connected.  Tap DONE 
* On the dashboard, you should see them in the list of devices.  Tap on the light and you should be able to 

control the color and brightness. 
* If you look very closely at the tile on the card for the light, there will be a small ON icon in the upper right 

corner.  This will turn the light off and on without having to go to the light setup page. 
 

○ Swipe down into the All Brands section and look for the RING icon and tap it. 
* You will be asked what device you’re adding.  Tap DOORBELL. and on the next screen make sure your 

SmartThings hub is selected and tap NEXT 
* Tap the radio button to place the light bulb in a room 
* Follow the on-screen instructions to add the doorbell. 
* You should now see the doorbell successfully connected.  Tap DONE 
* Select the room where you want the doorbell to be associated with and tap SAVE 
* On the dashboard, you should see them in the list of device.  
* Tap on the card and you’ll be able to see the Ring camera’s live view. 

 
○ Swipe down into the All Brands section and look for the LIFX icon and tap it. 

* It should have found all of the lights connected to the Hue bridge.  Tap the light and on the next screen 
make sure your SmartThings hub is selected and tap NEXT 

* Tap the radio button to place the light bulb in a room 
* Follow the on-screen instructions to add the lights (this might take several minutes) 
* You should now see the lights successfully connected.  Tap DONE 
* On the dashboard, you should see them in the list of device.  Tap on the light and you should be able to 

control the color and brightness. 
* If you look very closely at the tile on the dashboard for the light, there will be a small ON icon in the upper 

right corner.  This will turn the light off and on without having to go to the light setup page. 
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There is a  BIG issue when setting up Z-Wave devices (which is the protocol that these sensors use) is that Z-Wave 
controllers will find any Z-Wave device that is within range.  So, we will have to go one pod at a time when setting 
up our Z-Wave devices.  We will need to coordinate the setup process. 

 
● Let’s try adding a Contact Sensor … 

Even though the SmartThings hub can control most Zigbee and Z-Wave devices, we’re going to use the 
Samsung sensors since they are easier to discover and configure (go figure) 

○ Swipe down into the All Brands section and look for the SmartThings icon and tap it. 
* Tap the MULTIPURPOSE SENSOR button 
* Select Multipurpose Sensor (STS-MLT & Others) from the list 
* You should only have one hub (a home can have multiple hubs), so make sure yours is listed and tap NEXT 
* Select one of the rooms (if everything so far is in the Living Room, try putting the sensor into the Kitchen and 

then tap NEXT 
* Remove the cover from the sensor and insert the battery 
* Follow the instructions on the screen, but it should eventually detect the sensor.  If not, then press the small 

white connect button for a couple of seconds 
* Tap DONE (lower right corner) 
* Replace the cover on the sensor 
* To test … put the sensor and the magnet together and it should say CLOSED.  Pull them apart and it will 

change to OPEN 
 

● Now, let’s try the Motion Sensor … 
○ Swipe down into the All Brands section and look for the SmartThings icon and tap it. 

* Tap the MOTION SENSOR button 
* Select MOTION Sensor (STS-MLT & Others) from the list 
* You should only have one hub (a home can have multiple hubs), so make sure yours is listed and tap NEXT 
* Select one of the rooms and tap NEXT 
* Remove the cover from the motion sensor and insert the battery 
* Follow the instructions on the screen.  The sensor should be detected.  If not, then press the small white 

connect button for a couple of seconds 
* Tap DONE (lower right corner) 
* Replace the cover on the sensor 
* To test … wait until the MOTION DETECTED indication goes to NO MOTION, then make some motion 

over the sensor and the indicator will say MOTION DETECTED 
 

●  Let’s “have a go” with a Z-Wave light switch 
There are several different types of switches we have in the lab (Lutron, Leviton, GE, etc).  The instructions 
below are for a Leviton switch, but all of the others are very similar … the only difference is how the hub will 
detect the device.  Instructions should be on the screen. 

○ Swipe down into the All Brands section and look for the LEVITON icon and tap it. 
○ Tap the SWITCH/DIMMER button 
○ Tap Leviton Z-Wave on the list 
○ You should only have one hub (a home can have multiple hubs), so make sure yours is listed and tap NEXT 
○ Select one of the rooms then tap NEXT 
○ Follow the instructions on the screen or from the switch’s instructions, it should eventually detect the sensor.  
○ Tap DONE (lower right corner) 
○ To test … try turning the light on and off from the dashboard 
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● Now let’s try a door lock … 

There are several different door locks we have in the lab (Kwikset, Schlage, Yale, etc).  The instructions below 
are for a Kwikset and Schalge lock, which are two that are completely supported by SmartThings, but others 
should be similar … the only difference is how the hub will detect the device. If you are trying to use one of 
the other locks, you might want to do some Google searching. 

Here’s the steps for the Kwikset 910 
○ First try out locking and unlocking the door from the keypad (the code is 1234 then the lock button to lock and 

just 1234 to unlock) 
○ Swipe down into the All Brands section and look for the KWIKSET icon and tap it. 
○ Tap the DOOR LOCK icon 
○ You should only have one hub (a home can have multiple hubs), so make sure yours is listed and tap NEXT 
○ Select KWIKSET Z-WAVE lock from the list 
○ Select one of the rooms then tap NEXT 
○ Follow the instructions on the screen, but it should eventually detect the lock 
○ Tap DONE (lower right corner) 
○ To test … tap the KWIKSET SmartCode 910 ... Lock device.  Then tap the LOCKED/UNLOCKED button to lock 

and unlock the door. 
○ You WILL want to change the name of the lock (especially when integrating with Alexa). 

* With the lock page open, tap the OPTIONS button (the 3 vertical dots) and select EDIT 
* Change the device name to something simple, like: Front Door or Back Door 
* Tap SAVE at the bottom of the screen and go back to the dashboard.  You should see that name has been 

changed. 
 

Here’s the steps for the Schlage Connect 
○ First try out locking and unlocking the door from the keypad (tap the Schlage logo on the top of the keypad and 

then enter one of the two user codes that are printed on the lock mount - just tapping the Schlage logo will lock 
the door.) 

○ Swipe down into the All Brands section and look for the SCHLAGE icon and tap it. 
○ Tap the DOOR LOCK icon 
○ Select SCHLAGE CONNECT Z-WAVE lock from the list 
○ You should only have one hub (a home can have multiple hubs), so make sure yours is listed and tap NEXT 
○ Select one of the rooms then tap NEXT 
○ The instructions on the screen, may not work, there may NOT be a button on the circuit board … so: 
○ Enter in the Programming Code and then press the 0, an amber light should flash. 
○ After a minute or so, you should see the lock has been connected 
○ Tap DONE (lower right corner) 
○ To test … Tap the Z-Wave Lock device.  Then tap the LOCKED/UNLOCKED button to lock and unlock the door. 
○ You WILL want to change the name of the lock (especially when integrating with Alexa). 

* With the lock page open, tap the OPTIONS button (the 3 vertical dots) and select EDIT 
* Change the device name to something simple, like: Front Door or Back Door 
* Tap SAVE at the bottom of the screen and go back to the dashboard.  You should see that name has been 

changed. 
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3. Create Automations 
 

The main reason we want microcontrollers, like the Samsung SmartThing Hub, is not just to turn things on/off, but 
to combine the sensors and actuators and have them work together to do something useful. 
 
These combinations are called “Automations”.  They can be programmed with scripts or languages using IFTTT, 
which stands for “If This, Then That”.  Those of us who were programmers in our previous lives know them better as 
If/Then statements (and if you know Cisco IOS, they are very similar to the ACL syntax). 
 
Samsung SmartThings does have its own programming environment, using a language called “Groovy” (which is like 
Java, but without semicolons … 
 
… but to make it easier for non-programmers to build automations, there is an easy form-based wizard built into the 
app. 
 
Let’s build a couple of automations … one to turn the LIFX bulb when the Contact Sensor is opened and another to 
turn on the Hue lights when motion is detected. 

There’s already an automation for turning on/off lights when open/close or motion is detected, but we’ll build 
our own custom automations. 

 
● Contact Sensor automation… 

The IFTTT statement will be something like, “if CONTACT_SENSOR is OPEN then TURN ON LIFX” 
○ From the HOME page, tap + and select Add Automation 
○ At the bottom of the screen tap on + CUSTOM AUTOMATION 

 
The first part of IFTTT is the IF statement, which are the conditions that will activate the automation 
○ Tap the + in the middle of the screen 
○ Tap on DEVICE STATUS 
○ You’ll see a list of all of the devices, tap on the MULTIPURPOSE SENSOR 
○ Tap on CONTACT SENSOR 
○ Tap on OPEN 
○ Tap SAVE 
○ Tap NEXT in the bottom right of the screen 

 
Now, comes the  THEN THAT statements, which is the action that will be taken when the sensor is triggered 
○ Tap the + in the middle of the screen 
○ Tap CONTROL DEVICES 
○ Select the LIFX Bulb 
○ Tap NEXT 
○ Notice the LIFX bulb indicates OFF, which is NOT what we intended … we need to edit the condition 
○ Tape the LIFX bulb condition 
○ Tap the ON radio button 
○ You can also turn on things like COLOR CONTROL, DIMMER, COLOR TEMPERATURE and then setup the 

actual settings … for example set the light’s color to RED at full brightness (go ahead and try it … why not) 
○ Tap SAVE 
○ Tap DONE 
○ Give the automation a name, such as Turn on LIFX bulb when OPEN and tap OK 
○ You will see the automation listed.  The ON/OFF slider should be ON (to the right) which means the automation 

is active. 
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○ To test … pull the sensor and the magnet apart and the LIFX bulb should turn on … pretty cool! 

There’s just one problem, closing the sensor does not turn off the light or turn it off automatically.  If you 
want to turn off the light when closed you will need to write a second automation, which is just the opposite 
of the first one.  Go ahead and create it. 

 
● Motion Sensor automation… 

The IFTTT will be something like, “if MOTION IS DETECTED then TURN ON HUE” 
○ From the HOME page, tap + and select Add Automation 
○ The next steps are very similar to the CONTACT SENSOR … try it without the step-by-step instructions 

  
We will have a problem … how to turn off the light?  Obviously, we could write another automation to turn off the 
light when there is no motion, but let’s customize the automation, just a bit, by adding a 15 second time delay and 
then turn off the light. 
○ Tap the Motion Sensor automation card 
○ Tap the 3 vertical dots at the top right of the screen and select EDIT 
○ Since we’re not changing the IF portion, tap NEXT 
○ Tap the HUE light condition 
○ Tap the AUTO TURN OFF option and select CUSTOMIZE 
○ Use the scroll wheels to select 15 seconds 
○ Tap DONE 
○ Tap SAVE 
○ Tap DONE 
○ To test … make a motion over the sensor and the  bulb should turn on … then (watch you watch) after 15 

seconds the light should turn off. 
 
4. Now, let’s see if we can integrate Alexa … 
 

● Open the Alexa App 
● From the HOME screen Tap the MENU icon (the three horizontal lines on the top left) 
● Tap Skills & Games 
● Search for Samsung SmartThings 
● Tap ENABLE  
● You will need to login to your SAMSUNG account (not the SmartThings) 

Email:  << The email address printed on the back of the tablet >> 
Password: Password1 

 
● Tap LOGIN 
● If you have more than one SmartThings hub, or if you have setup multiple locations, you can select it here … 
● Select your location from the list and tap AUTHORIZE 
● Close the linking window (“X” in the upper left corner) 
● On the pop-up window, press DISCOVER DEVICES and Alexa will discover all of devices connected to the 

SmartThings Hub 
● You should now be able to give Alexa a command, such as “Alexa, turn on Living Room Light” or 

 “Alexa, LOCK FRONT DOOR”. 
 
 
 


