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Agenda items Discussion 
Introductions 
and KSA 
overview 

Ann explained the goal of today’s meeting: prioritizing KSAs (knowledge, skills, and abilities – 
plus tasks) with the help of the CTC’s BILT.  Educators get first-hand knowledge from BILT 
members. 
 
Matt discussed a few items related to the KSA vote: 
 BILT members are not creating KSAs for their specific company – the goal is to create 

KSAs for the industry as a whole. 
 The goal is to prepare students that will be employees BILT members would want to 

hire. 
 Matt urged employers to consider hiring students before they complete their program 

and earn a degree. 
 BILT members should be respectful of others and their opinions. 
 It’s okay for BILT members to ask questions about topics or terms that might be 

unfamiliar – this is not a game of “stump the chump.” 
 
Ann reminded BILT members of things to keep in mind during the vote: 
 Rather than evaluate the KSAs as of now, the vote needs to look ahead 12-26 months 

into future. 
 The vote needs to focus on the KSAs needed by an entry-level worker. 
 This meeting isn’t looking for consensus – different perspective is important. 
 Vote results will be mapped to existing curriculum to identify gaps and make necessary 

adjustments. 
 BILT should participate fully in the voting process, but if anyone finds an item for which 

he/she doesn’t feel like an SME, it’s okay to abstain from that item.  BILT members don’t 
have to vote on every item. 

 Ann stated again that only employers vote on KSAs. 
 
To recap the voting numbers: 

 A “4” vote means that KSA item absolutely has to be in the curriculum 
 A “3” vote means that KSA item needs to be in the curriculum 
 A “2” vote means that KSA item would be nice to be included in the curriculum 
 A “1” vote means that KSA item does not need to be in the curriculum 

Ann explained that the votes will be automatically tallied.  An average of each KSA vote will 
be provided, along with the distribution of the votes.  
 
Matt reiterated the need to focus on entry-level skills.  He asked the BILT to “downvote” 
more advanced items.  
 
Ann explained that these KSAs cover infrastructure management and engineering: “think 
networking plus cloud.” 
 

Tasks T5 – Integrate new systems into existing network architecture (2.67 average) 
Matt noted most network engineers in the field work for small businesses, so being able to 
install or replace network gear – or to integrate new systems – will be important.  Kimberlee 
disagreed because in her industry (health care), she can’t afford the entry-level worker 
creating an accidental outage.  She agreed it’s good to be able to do this, but she would not 
ask a new person to perform this task.  Ervin isn’t sure about the term “integration” – 
plugging in something a senior technician planned and prepped isn’t really integration.  Matt 
agreed, but cited as an example the small business that may need a new router to support a 
new POS and only has one technician to do it. 
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T1 – Configure and optimize network, routers, and switches (2.5 average) 
Some BILT members expressed concern that this T received so many 2s and 1s.  Vincente 
stated that this is “one of the most important things we need to have.” Matt agreed, but 
wanted to hear from those who cast lower votes.  He worried the low score may lead 
educators to consider this T unimportant, especially compared to Ts with higher scores. 
 
Ervin asked about the term “optimizing” – what exactly is being optimized?  He would not 
send an entry-level person out to optimize the network.  He would leave that to someone 
with working experience in the organization.  Matt said that he was focused on the word 
“configure” rather than “optimize.”  Should “optimize” be cut?  Ann noted again that many 
small businesses have a single IT technician.  Vincente explained he wants his new hires to 
optimize a router or a switch, not necessarily the entire network.  Entry-level workers should 
be able to optimize on a small scale.  Matt looked at “optimizing” as building the network and 
making it as efficient as possible when setting it up, while Ervin may have looked at 
“optimize” as more complex tasks like optimizing VPNs or rerouting traffic.  Ann agreed that 
maybe the word “optimize” should be removed. 
 
**Note that a spreadsheet glitch in the tallying of this T may have improperly downvoted the 
average during the meeting.  The corrected average is 3.33. 
 
ACTION: consider removing the word “optimize” from T1.  
 

Knowledge areas 
 

K2 Knowledge of laws, regulations, policies, and ethics as they relate to cybersecurity and 
privacy (2.8 average) 
Matt did not think entry level people need to know these sorts of things.  To him, it’s 
reasonable to expect a new hire to understand the ethics and policies of their cybersecurity 
team.  Eric agreed – he thought this K seemed “too senior.”  Ann reminded the BILT that Ks 
are at “the conceptual level” only.  That is, as a K, new hires would not be expected to “do” 
anything with this.  Rick said that this should be included, but he understands that the BILT 
can’t give a 4 to every K.  Kimberlee noted this would typically be covered by on-the-job 
training.  Hospitals, for example, will cover PHI and PII, so she didn’t think an IT program 
needed to cover this in-depth.  Employers will define what laws, regulations, and policies will 
impact the work. 
 
K24 Knowledge of security, privacy, jamming, and interference techniques (2.6 average) 
Matt ranked this low because he didn’t think entry-level workers would be doing this, but he 
acknowledged Ks are more about an awareness of the concept.  Rick thought security and 
privacy issues were addressed in other Ks.  He also didn’t think jamming and interference 
would be covered in a two-year program.  This seemed to be more specialized.  Cody agreed, 
but Vincente challenged that.  Vincente stated new hires should be able to “interpret what’s 
happening” on the network.  Entry-level workers need to understand that the network is 
under attack and have the basic knowledge of how the attack was created or where it’s 
originating.  That is, the new hire would see the network at “full capacity” and understand if 
it’s real traffic or something out of the ordinary.  Rick considered “jamming” as something 
more sophisticated, but he’s okay with the voting average as is. 
 
Matt said he sees both sides, but suspects it’s the word “techniques” hanging up the BILT.  He 
agreed with Rick’s point about jamming and interference, but he also saw Vincente’s point 
that entry-level workers should at least understand network patterns.  Matt wondered if the 
wording should be changed to something like “knowledge of jamming and interference 
patterns so they can be recognized as a challenge for the network itself.”  Maybe this is 
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covered under another K elsewhere covering monitoring?  Matt didn’t think new hires will be 
performing “techniques” – it’s more about understanding what those techniques look like 
and what they do to the patterns in the network.  Ervin asked about the distinction between 
IT technicians and security technicians, which led to another discussion about smaller 
businesses with limited technical staffs.  Ervin noted larger companies will have diversified 
staff, so he may be getting hung up on that. 
 
Matt noted that in today’s IT culture it’s “security first.”  Before, IT put all of the security 
burden on cybersecurity teams.  It was their job to secure everything.  But now, security is 
baked into everything.  The entire IT group now must have the knowledge and ability to 
secure the network.  Matt told the story of building a computer from scratch – as soon as he 
turned it on, bots attacked. 
 
ACTION: consider rewording K24 as proposed in the meeting. 
 
K40 – Knowledge of asset management and why it’s important to the business (2.6 average) 
Matt stated “tens of thousands” of business don’t have asset management programs and 
never will, which is why he rated this low.  Most graduates will not need to know about this.  
Larger companies need asset management systems in place so they know where everything 
is, but small businesses will know right away if the router is missing.  Kimberlee also rated this 
low because she didn’t see it as a core knowledge area.  Health care has entire asset 
management teams, so new hires would not be focused on this.  Vincente disagreed.  He 
works with large, multi-million-dollar proposals and frequently the BoMs (bill of materials) 
get overlooked.  Even at small companies, Vincente noted that you’re managing things other 
than routers and LANs.  Matt acknowledged that point, but isn’t sure entry-level workers are 
the ones dealing with BoMs.  Vincente reminded the BILT this is a knowledge area, not a task. 
 
Mark noted the KSAs seemed to be aimed towards “traditional business enterprise 
technology,” which is different than the domain of his company Ericsson.  While some of the 
KSAs apply to him, others seem more concerned with internal enterprise needs.  For those 
tasks, Ericsson often outsources.  Ann noted these IT programs may well be teaching the 
employees at those outsource companies. 
 
K43 – Knowledge of IoT end devices and connectivity (2.8 average) 
Rick said “if you don’t have IoT already, you will.”  The more students learn about this, the 
better.  Cody ranked K43 low because he thought this topic would be covered by other KSAs.   
Vincente ranked this high, but he believes IoT is a “buzz word.”  Matt suggested adding the 
word “sensors” to the KSA and wondered if we should even remove “end devices.”  Matt 
voted some of these higher than they may have needed because he thinks students learning 
about IoT will give them an edge in the marketplace. 
 
ACTION: consider adding “sensors” to K43. 
 
K46 – Knowledge of continuous quality improvement principles (2.6 average) 
Cody stated that this is the sort of thing new hires will likely get on the job.  It’s specific to the 
employer.  It’s okay to introduce it, but Cody doesn’t think a program should spend a lot of 
time on it.  Vincente agreed this would be covered on the job.  Cody and Rick talked about 
the value of Lean and Agile.  Ann suggested adding a note to the KSA specifically calling out 
Lean and Agile. 
 
ACTION: underscore the value of Lean and Agile in K46. 
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K47 – Knowledge of how to apply an organization’s goals and objects to update system 
architecture (2.3 average) 
Matt was concerned this KSA focused on “organizational goals” which will vary by company.  
This is something that will be provided by on-the-job training.  How can a professor teach 
this?  Matt scored this low.  Gregory agreed – you won’t know in which sector a student will 
be working.  Ann wondered if students should have an understanding to “pay attention” to 
business goals.  Vincente agreed, suggested adding the word “balance” as in “balancing 
organization goals with system architecture.”  Matt still wasn’t sure how someone could 
teach this.  Vincente rephrased it as “know your customer.”  Matt agreed with Ann – 
technicians often want to work on the shiny object and tend to “overengineer” a solution 
that may not align with the business goals.  Rick liked the notion of “know your business.”  
Ann suggested that this could be covered in a case study in which a technical solution was 
“wonderful” but it didn’t address the needs of the company. 
 
ACTION: reword K47 as proposed in the meeting. 
 
K58 – Knowledge of the different organizational roles needed as one plans for cloud 
implementation or manages an existing cloud capability (2.6 average) 
Matt again was concerned the focus is on the organization.  He voted this low because there 
are simply too many roles for a class to possibly cover.  Every organization will be different, so 
whatever a professor might tell students “is kind of moot.”  Vincente agreed; this would be 
handled by on-the-job training. 
 
K63 – Knowledge of how to scale a cloud database (2.6 average) 
Vincente rated this low because to him, a cloud is just “someone’s else data center.”  It 
doesn’t matter whether the database is in the cloud or on-premise.  Matt agreed – the 
database interface and capabilities are the same whether it’s in the cloud or on-premise. 
 
K64 – Knowledge of cloud database fail-over best practices (2.5 average) 
Matt wondered if we should add “on-prem” to the KSA.  Gregory noted that there are two 
different types of failovers; cloud database failovers are different than cloud data center 
failovers.  Vincente said they used to call this “local redundancy” versus “geographic 
redundancy.”  Matt said the KSA could cover both on-prem and cloud if the KSA description 
was adjusted.  Gregory replied that they’re different and how faculty teaches them is 
different.  Ann said a single K can cover more than one concept.  Greg noted there’s already 
K76 that mentions the difference between cloud and on-premise.  He suggested this K be 
split into two Ks: a cloud K and an on-prem K.  Vincente called himself a “fundamentalist.”  He 
worried we have lost the awareness of the fact that just because it’s in the cloud doesn’t 
mean it’s geographically redundant.  He suggested K64 be reworded into something like 
“knowing and understanding geographical vs local redundancy and how that needs to be 
applied to your data centers or cloud instances.” 
 
Matt noted that today there are three styles of cloud database: cloud, on-prem, and hybrid.  
These are often intermingled.  Matt said that how faculty teaches it is irrelevant in terms of 
the BILT saying students need the knowledge.  The question is whether we need three 
separate Ks or if we can amend K64.  Matt liked that Vincente brought up geographic failover 
versus local failover.  That may not even be in this K as is, but maybe it should be.  Gregory 
suggested replacing “geographic” with “region” and noted again that how you discuss and 
teach these topics can be completely different.  Vincente said if you’re in the cloud, you 
definitely “have to be worried” about where it’s located, which is why he was emphasizing 
geographical.  He’s not sure people are even aware of the region when they’re setting it up.  
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Gregory disagreed.  Matt said he’d be okay changing “geographic” to “region,” but he 
acknowledged there are geographic factors when looking at cloud on a global scale even 
though when you’re setting up a cloud you are looking at just a region. 
 
ACTION: add parenthetical “(cloud, hybrid, on-prem)” to K64 and reword as proposed in 
the meeting.  Consider adding an element regarding “local failover and redundancy versus 
regional failover and redundancy.” 
 
K71 – Knowledge of Recovery Time Objective (RTO) (2.7 average) 
K72 – Knowledge of Recovery Point Objective (RPO) (2.7 average) 
Matt and Rick agreed that these are important.  RPO is particularly relevant for IT.  Cody 
voted it low because entry-level don’t need to know much about this. 
 
Kurt suggested that the cloud KSAs include quantum computing awareness.  He explained 
China has a $5000 quantum computer that can “break anything.” He worried people aren’t 
aware of this emerging technology.  Kurt thinks it should be covered so students learn how 
quantum computing works.  Vincente agreed that a general knowledge of quantum 
computing would be good, though Matt isn’t sure how relevant it is to IT networking.  Kurt 
noted China doesn’t have the high speeds we have in America; that’s the only thing China is 
missing.  Matt proposed adding a new K that covers “knowledge of emerging technology” 
and include examples like blockchain and quantum computing. That way, the professor isn’t 
limited but has a guideline of things to teach. 
 
ACTION: create a new “emerging technology” K item. 
 
Ann conducted a vote on this new K via the chat box.  Results: three 4s and three 3s. 
 
Candy considered Kurt’s statement a warning to educators that more must be done to stay 
current with quantum computing.  Vincente noted that he’s running a Monero crypto mining 
rig now (https://www.bitdegree.org/crypto/tutorials/monero-mining).  Matt explained that 
emerging technology may be “here” but the distinction is that it’s not yet mainstream.  Only 
the early adopters may know about it.  Matt noted that the focus of this meeting is network 
engineering and how the BILT can best support educators so that graduates can get a good 
job.  Ann agreed, but said that what IT students learn in school is just the beginning.  IT is 
always changing.  People need to be aware of the trends. 
 

Skills S9 – Skill in testing network infrastructure contingency and recovery plans (2.9 average) 
Matt said he wasn’t sure an entry-level person would need a skill like this.  He suspected new 
hires would be given an SOP to use for running tests. 
 
S54 – Skill in leveraging cloud managed services to enable greater flexibility and resilient in a 
secure infrastructure (2.7 average) 
Matt stated he feels that entry-level workers should know this skill, but he’s not sure about 
the depth.  Vincente said he graded many of the cloud KSAs low.  To him, whether it’s in the 
cloud or its local should not make a difference.  Someone’s cloud is just a particular interface 
for configuring it.  Vincente stated that students need to understand the underlying 
infrastructure technology, not a user interface.  Matt suggested adding “and hybrid” to the 
description. 
 
ACTION: add “and hybrid” to S54.   
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S55 – Skill in identifying appropriate cloud services that provide the computer power needed 
to solve a technical business problem while optimizing cost (2.5 average) 
 
S57 – Skill in building scalable distributed systems supporting parallel processing of customer 
jobs on a large fleet of devices (2.6 average) 
Kimberlee said new hires should understand this so they can add true value to the 
organization.  Matt agreed, but noted this is more of a senior skill.  He also said that “large 
fleet of devices” makes this less relevant for smaller companies with smaller IT staffs.  Ann 
said she wants to be sure this is covered in the Ks. 
 
ACTION: be sure this skill is covered in the Ks.   
 
S56 – Skill in designing, building, and operating key pieces of serverless and cloud native 
applications using appropriate cloud services (2.5 average) 
Matt noted that “designing” anything is not typically an entry-level role. 
 
S58 – Skill in building multi-tiered cloud-based applications using architectural and security 
best practices (2.4 average) 
Matt explained that this is important, but it feels more “intermediate” than an entry-level 
worker.  Overall, Eric agreed that S55, S56, S57, and S58 all seemed too advanced for new 
hires.  Vincente agreed.  
 
S62 – Skill in importing/exporting/migrating data from one database to traditional database 
to a database in the cloud (2.7 average) 
Matt stated he thinks this is a good entry-level skill, but he’s not sure if it really falls within 
the network engineering skillset unless you’re talking about pipe sizes and throughput. 
Kimberlee and Vincente lean to excluding it – when Vincente sees “migrating from traditional 
dataset to a database in the cloud,” he sees it as just database protocol and format. 
 
S67 – Skill in making recommendations for migration of a physical network to a cloud-based 
architecture (2.7 average) 
Vincente said he deals with this every day.  This is something a more skilled, experienced 
employee should be evaluating.  There are a lot of costs involved.  Kimberlee agreed that this 
is not entry-level.  But, Vincente acknowledged that maybe new hires should know more 
about this.  He said sometimes it’s the newer employees – who don’t always know the costs 
associated with migration – who are the ones making the decisions that everyone pays for 
later.  Rick suggested that S67 and S69 should be a Ks, not Ss.  Eric agreed. 
 
ACTION: convert S67 and S69 from Ss to Ks.   
 
S70 – Skill in using Azure (2.9 average) 
S71 – Skill in using AWS (3.1 average) 
S72 – Skill in Google Cloud (3.0 average) 
Ann stated that programs can’t all offer all three platforms.  Does the BILT have opinions on 
which one a college should pick if they only can do one?  Matt said now there is no 
competition to AWS.  Vincente said rather than teaching user interfaces, we should be 
teaching the fundamentals of data centers and virtualization.  He cautioned about putting 
every egg in a single basket, noting that AWS deplatformed a company.  Matt agreed.  AWS 
has the biggest market share for now.  Google is the next best.  Azure has been having some 
problems lately.  AWS is losing customers over the deplatforming controversy.  Matt noted 
also that Ethereum – which uses blockchain for cloud computing and cloud databases – is the 
biggest threat to AWS, Azure, and Google Cloud.  For now, though, AWS is king. 
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Abilities 
 

No discussion. All items in the green with 3.0 or higher averages. 
 

Certifications A+ (2.5 average) 
Matt noted that “people don’t like A+.”  Ann said this has been coming for a while.  One of 
the faculty members asked what might replace A+.  The BILT had no suggestion.  Matt noted 
that people aren’t building servers anymore – it’s a push from physical to virtual.   
 
Security+ (2.9 average) 
Vincente confirmed Ann’s question – Security+ is indeed a Department of Defense 
requirement. 
 
SSCP/CISSP (2.8 average) 
Rick would expect a new hire to have Network+ and Security+, but he’s not as sure about 
CISSP and SSCP.  Those certificates require work experience.  Vincente responded: getting a 
CISSP will allow someone to perform almost any role in the federal government.  The 
advantage is that even if you don’t have the experience, you can get the entry-level version – 
the SSCP.  With the SSCP you’re leaning the materials you’ll later be tested on for the CISSP.  
If you pass the CISSP, even without work experience, you can become an associate.  Rick 
agreed, but wondered if CISSP and SCCP should be separated.  Vincente advised against that 
since few people know SSCP.  While Rick might be suspicious of a new hire with CISSP as a 
new college graduate with no experience – thinking they’re maybe just a good test taker 
without practical experience, for Vincente that would be a huge benefit.  The CTC’s KSA list 
aligns nicely with the CISSP. 
 
CWNP (2.67 average) 
CWNA (2.67 average) 
Even though Ann explained that many colleges have entire wireless programs, Vincente did 
not see much need for these certifications.  He admitted that there is a lot to it, but “it’s just 
another transport protocol.” 
 
Missing certifications 
Matt suggested including AWS’ Certified Advanced Networking certification.  That’s a cert a 
lot of his company’s developers want so they have greater capability for self-service within 
the AWS platform.  
 
AWS CAN: https://aws.amazon.com/certification/certified-advanced-networking-specialty/  
 
Faculty asked about “Certified Ethical Hacker.”  Matt said that’s more intermediate than 
entry-level. 
 
Cody proposed two entry-level Cisco certs: DevNet and CyberOps Associate.  Matt asked if 
CCNA is still the entry-level cert.  Cody explained that CCNA has many facets and used to have 
different focuses, but there has been changes.  DevNet teaches students Kubernetes, Docker, 
Agile, and Lean.  CyberOps may be better for someone working in a SOC.  Cody mentioned 
these since he saw CCNA on the list.  Matt asked if those two should be separate from CCNA.  
Cody said yes: DevNet and CyberOps are on their own.  Technicians still need CCNA for the 
fundamentals, but that doesn’t provide much security.  For security, you’d need to step up 
into the CCNP or CCIE.  DevNet just started being offered in 2020 and focuses on the skills 
you’d need to manage a network.   
 
Cody shared this link – Cisco DevNet certification: 
https://developer.cisco.com/certification/  
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CyberOps Associate: https://www.cisco.com/c/en/us/training-events/training-
certifications/certifications/associate/cyberops-associate.html 
 
Matt asked to get more information on the job postings that require this list of certifications.  
That will help the BILT better evaluate them.  Ann said she can present that information at 
the next BILT meeting. 
 
ACTION: research job posting requirements for the list of industry certifications on the KSA 
list and also discussed in the meeting. 
  

What’s missing? Matt suggested putting the OSI layers back into the KSAs.  He said that’s important to the 
basic understanding of what networks are.  Even as a CIO, he still uses his knowledge of OSI 
layers.  He would vote that a 4.  Vincente thinks all of that is already covered elsewhere in the 
KSAs. 
 
ACTION: consider adding a new KSA covering OSI layers.   
 
Vincente shared a link (https://youtu.be/bBC-nXj3Ng4) that explains how Bitcoin works.  He 
said that understanding cryptocurrency at a basic level is a good thing.  It’s no longer just an 
emerging trend.  Students should be learning about it. 
 
Matt explained cryptocurrency and blockchain in more detail.  Bitcoin is just a cryptocurrency 
– it won’t revolutionize anything.  Ethereum is more “dangerous.”  Ethereum is a network 
designed to disrupt the current environment, potentially damaging AWS, Azure, and Google 
Cloud.  Matt talked about Vincente’s mining rig, which does math calculations in a blockchain 
world so that Vincente is paid for the CPU cycles he performs.  Vincente is being paid – in 
cryptocurrency – for the services of his compute power and the work that it’s doing for the 
blockchain.  This is a new source of income for people willing to mine and participate in the 
blockchain.  Ethereum will allow the development of a software platform divided into chunks 
in a blockchain.  It will be secure and it will be impossible to “turn off” or deplatform.  Rather 
than pay AWS $2 million a month, in theory a company could pay $200,000 a month in 
Ethreum “gas fee” (https://www.investopedia.com/terms/g/gas-ethereum.asp) for the same 
service.  Matt noted that this is why we have a chip shortage – video cards can do 
calculations quickly, so people are running out to build home mining rigs. 
 
Ann said she wants to convene a blockchain/cryptocurrency blockchain “Tiger Team” to 
develop how to teach this as a K and help faculty and students understand without spending 
a lot of time on it.  Vincente is willing to help.  Big colleges may have the background to 
support this, but it may be a challenge for the smaller colleges with fewer faculty. 
 
ACTION: convene a “Tiger Team” to discuss how to support teaching blockchain and 
cryptocurrency.   
 

Conclusion Ann explains that the CTC will process all of this information and follow up with the BILT as 
needed.  She may seek additional voting from BILT members who could not attend today. 
 

Next Meeting: Tuesday August 10, 2020 (8:30am-10:00am Central) 

 


