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So … What is
The Internet of Things
 Let’s start with the first “go to” source … Wikipedia

 The Internet of Things (IoT) is the network of physical objects or "things" 
embedded with electronics, software, sensors and connectivity to enable 
it to achieve greater value and service by exchanging data with the 
manufacturer, operator and/or other connected devices. Each thing is 
uniquely identifiable through its embedded computing system but is able 
to interoperate within the existing Internet infrastructure.

 In 2005 the World Summit on Information Society posited …
 By embedding short-range mobile transceivers into a wide array of 

additional gadgets and everyday items, [we are] enabling new forms of 
communication between people and things, and between things 
themselves.

 At the Internet of Things conference held in Zurich in 2008 (yeah, 
there are now whole conferences on the topic) it was stated …
 The term "Internet of Things" has come to describe a number of 

technologies and research disciplines that enable the Internet to reach 
out into the real world of physical objects.



So … What is the
Internet of Things

 Kevin Ashton, who is the cofounder and executive director at the 
Auto-ID Center at MIT was the first to mention the idea of the Internet 
of Things at a presentation for Procter & Gamble.  He explained:

“Today computers -- and, therefore, the Internet -- are almost wholly dependent on 
human beings for information. Nearly all of the roughly 50 petabytes (a petabyte is 
1,024 terabytes) of data available on the Internet were first captured and created 
by human beings by typing, pressing a record button, taking a digital picture or 
scanning a bar code.

The problem is, people have limited time, attention and accuracy -- all of which 
means they are not very good at capturing data about things in the real world. If we 
had computers that knew everything there was to know about things -- using data 
they gathered without any help from us -- we would be able to track and count 
everything and greatly reduce waste, loss and cost. We would know when things 
needed replacing, repairing or recalling and whether they were fresh or past their 
best.”



The Internet of Things
Paradigm Shift

The ITU has published 
this chart showing how 
the Internet of Things’ 
idea of Any Time / 
Any Place / Any Thing 
connections will change 
the way we view and 
use the Internet.



Why the Internet of Things
Is a “Game Changer”
 Xi Chen from UPM E.U.I.T. Diatel has developed the 

following set of the factors that reveal how the Internet 
of Things will be a game changer in our relationships in 
a connected world:
 Dynamic control of industry and daily life
 Import the resource utilization ratio
 Better relationship between human and nature
 Forming an intellectual entity by integrating human society 

and physical systems
 Flexible configurations
 Universal transport and internetworking
 Accessibility and usability
 Acts as a technology integrator



Changes in Our Perspectives on
Teaching Networking Protocols

 Adoption
 IPv6 is coming … cannot be avoided

 Scalability
 The lack of expandability in the IPv4 

address space severely hampers the 
Internet of Things

 The increased address space and number 
of networks available in the IPv6 can 
finally achieve the “everything in the world 
can have an IP address” goal

 Solves the NAT Barrier Problem
 While NAT provides a good natural 

firewall, it creates a situation called 
“homeless Internet users” … that is to say 
users and devices that can access the 
Internet, but cannot be accessed from the 
Internet (this is suitable for data access, but 
problematic for IoT devices.

 Strong Security Enablers
 IPv6 provides for end-to-end connectivity 

and has a better distributed routing 
mechanism than IPv4.

 IPv6 was designed to provide better 
security that IPv4

 Mobility
 Since end-to-end connectivity can be 

established and maintained, both remote 
sensors and mobile devices will be able to 
communicate more reliably.

 Address Self-Configuration
 IPv6 provides an address self-

configuration mechanism where nodes can 
define their own addresses autonomously.

 Fully Internet Compliant
 Can use the global network to interconnect 

smart things with the rest of the world.
* Taken from: http://www.iot6.eu/ipv6_for_iot

 Back to Basics … The TCP/IP Protocol Stack
 IPv6 is here (again)

 Several arguments are offered up to show that IPv6 is a key part in the Internet of things: *



Changes in Our Perspectives in
Teaching Networking Protocols
 Back to Basics … The TCP/IP Protocol Stack

 UDP takes center stage
 We have been a TCP world where reliable, connection-oriented sessions are the norm …
 The data being send over the networks by IoT devices is in real-time and is streaming …
 We will need to adjust our teaching and curriculum to discuss how connectionless 

protocols operate
 QoS will no longer be reserved for the VoIP classes

 IoT devices will be sending sensor data back to control devices and servers for 
processing.  Getting the data back in a timely manner will be critical.

 We need to discuss protocol issues dealing with priority, latency, delay and packet size.
 VLANs everywhere

 VLANs have long been a staple when teaching VoIP, media distribution and even security.  
Now that IoT devices will be joining the team (in a BIG way) VLANs will become even 
more critical.

 VPNs are going to be an important piece in IoT
 As more and more IoT devices are connected to local networks inside of homes and 

businesses, there will be a greater demand for secure access for monitoring the devices 
and “Cloud-Based” alternatives may not be the best answer in all cases.



The Internet of Things
Statistics

Source: http://newsroom.cisco.com/feature/1208342/Connections-
Counter-The-Internet-of-Everything-in-Motio_2



The Internet of Things
Statistics

 So, how does that look????

http://blogs.cisco.com/diversity/the-internet-of-things-infographic



The Internet of Things
Statistics

Some crazy numbers

212 Billion
Devices will be part of the

Internet of Things by 2020
Samsung IFA 2014 / International Data Corporation [IDC], 2014

$180.3 Billion
The 2017 projection of the Internet of Things market revenue the

Smart-Home industry is expected to generate.
This is the leading industry for the IoT.

http://postscapes.com/what-exactly-is-the-internet-of-things-infographic / Harbor Research



The Internet of Things
How Will It Impact Us



Technologies that Enable
The Internet of Everything
 Sensor Technologies

 The first element in IoT is the tools and 
technologies needed to detect changes in 
the status of the “things” they are 
monitoring and collect the data to be 
transmitted to control devices.

 Using microcontrollers and RFID 
technologies

 Wireless Communications and 
Networking
 Since we cannot connect an Ethernet cable 

to every IoT device, wireless protocols will 
be needed to allow a connection between 
the sensor and the control device

 These devices will communicate over a 
variety of  wireless protocols:
 IEEE 802.11
 ZigBee
 Z-Wave

 These will entail using special machine-to-
machine (M2M) interfaces

 Smart Technologies and Computing
 Obviously, as we develop more “smart” 

devices, we will need to enhance the 
power of the network while at the same 
time, distributing the processing load to 
different parts of the network.

 This distributed processing environment is 
where we’ll need to be incorporating the 
following into the Internet of Things 
discussion:
 Virtualization
 Cloud Infrastructure
 Big Data and Storage Technologies

 Nano Technologies
 The other side of the senor “card” are 

actuators that can be connected and 
programmed to react and respond to 
changing conditions detected by the 
sensors.

 These actuators will need to be made much 
smaller and have more functions



Some Smart Things in
The Internet of Things

Smart Thermostats

http://blueprintbuilders.com/nest-thermostat/

http://www.pcmag.com/article2/0,2817,2417107,00.asp

Smart Lights

Smart Cars

http://www.cnn.com/2015/01/12/opinion/yang-ces-gadgets/

Smart Medical Devices

http://www.planetanalog.com/author.asp?section_id=3065&doc_id=563828

Smart 
Activity Trackers

http://fitbit.expertproductinquiry.com/Force.aspx



So … How Should We Teach
The Internet of Things
 Several years ago, we started teaching the Internet of Things

 Even before we knew there was an Internet of Things
 We created a class called “Digital Home Technology Integration”

 This class covers the following areas:
 Networking Fundamentals
 Media Storage and Content Distribution
 Home Theatre Audio/Video System
 Telecommunications
 Home Lighting Control Systems
 Home Security Systems
 Home Control and Management
 Project Management and Public Relations

 Adding an emphasis in The Internet of Things would be a simple way 
to reimagine the course



So … How Should We Teach
The Internet of Things
 Labs that are directly related to The Internet of Things

 Setup a wireless (and wired as well) network on a “residential” 
network and implement OpenVPN access using DD-WRT routers.

 Build a NAS (using FreeNAS and XPEnology) and connect to the 
“residential” network.

 Build a small VoIP environment using Asterisk and connect it to the 
residential network.

 Build a Media Server (using Plexserver) and access content using 
a variety of devices from both inside the residential network and 
from the Internet via the VPN.
 Devices used:

 Computers (PC’s and Mac’s)
 Raspberry PI’s using RasPlex the students really enjoyed this one
 Mobile devices (iPads, iPhones and Android)
 Roku boxes

https://www.raspberrypi.org/raspberry-pi-2-on-sale/

https://www.roku.com/products



So … How Should We Teach
The Internet of Things

 Labs that are directly related to The Internet of Things
 Setup and configure a Lighting Control system using Hue 

lighting onto the residential network and control from 
iPads and Android devices.
 You can also use lighting systems from Lutron (RadioRA) and 

Insteon.  The wireless protocols between the controller and the 
dimmers are proprietary, but both systems have mobile apps 
that allow for remote access to the lighting systems using 
TCP/IP.

 Setup and configure “Smart” thermostats (Nest, 
Honeywell, Lenox, etc) and allow for access over the 
Internet.  (I have found this lab is really cool to work with 
theHVAC programs at your school).

 Setup a surveillance system on the residential network 
using inexpensive IP cameras and free PVR software (such 
as iSpy and Camera Viewer Pro).  Additionally, the 
cameras can be viewed over the Internet using iPads and 
Androids.

 Setup and configure home control systems using iPads and 
Android devices

http://blueprintbuilders.com/nest-thermostat/

http://www.pcmag.com/article2/0,2817,2417107,00.asp

http://support.dlink.com/ProductInfo.aspx?m=DCS-932L

http://www.logitech.com/en-us/harmony-remotes



So … How Should We Teach
The Internet of Things

 End of semester “Skills Drill” Practicum
 Capstone project where students, in groups of 4-5 have 

to build out a simulated automated home.



So … How Should We Teach
The Internet of Things
 Examples of how you can incorporate the labs into your existing classes

 A+ Classes …
 Wired / Wireless networks
 NAS Boxes

 In addition to open source products (FreeNAS) perhaps get some inexpensive NAS’s from Netgear, 
Dlink, etc.

 Media Servers
 Home Control Systems

 Network+ / Cisco Semester 1
 Wired / Wireless networks
 NAS and Media Servers
 Lighting and HVAC
 Surveillance Cameras and PVRs

 Cisco Semester 4
 VoIP using Asterisk
 Take the labs that have been done in Semester 1 and add VLAN and VPN

 Many of you have dedicated classes that can incorporate several IoT labs
 Fundamentals of Wireless
 Fundamentals of Voice Over IP
 Introduction to Network Security (Security+)



http://postscapes.com/what-exactly-is-the-internet-of-things-infographic  / Harbor Research

In Conclusion


