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 Mark here is an update on what we have been doing with wireless networking at Collin.  
Presently we have two courses released.  They are the following: 

 ITNW-1351 Fundamentals of Wireless LANs (WECM) 
 ITNW 1378 Wireless Administration (Local Needs) 

 
 Next year we hope to offer two more wireless courses.  They will be as follows: 
 

 ITNW-Wireless Network Security (Local Needs) 
 ITNW-Wireless Network Design (Local Needs) 

 
 I have included a copy of the Syllabi from the first two courses.  Also notice that in the first 
course we use several vendors’ 
products in our labs.  In the 
second course, we dwell on the 
enterprise so we utilize the 
Aruba networking equipment 
purchased by the grant.  We 
also test often to give the 
students constant feedback on 
their learning progress.  On the 
evenings of each test we have 
an industry speaker come in and 
speak on an emerging industry 
topic in wireless.   
 
 

ITNW-1351 
 
 The first wireless course is all about the wireless link from the access point to the wireless client.  
Our labs we launch with investigating wireless troubleshooting tools available in the marketplace.  We 
start with the simplest tools, i.e. those that can be downloaded and used on a smart phone.  We then 
move onto downloadable professional versions of wireless troubleshooting software.  These are 
available for the students to install on their laptops, tablets and iPads.  We are able to obtain education 
licenses for our students for the software, if they use their Collin emails in the download process.   
 
 After learning how to use wireless software visualization/troubleshooting tools, we have the 
student optimize a small business wireless network.  In that lab we use autonomous wireless routers 



from MicroTik.  These devices only work on the 2.4 GHz radio band, however they have high granularity.  
The students design and deploy a new network for the business that has multiple access points serving 
their customers.  Students make the proper channel assignments, power adjustments and set the 
proper security for the wireless clients.  The network is designed as a multi-layer network with three 
separate SSIDs, leading into three VLANs.  Since each AP is actually a SOHO wireless router, students get 
to establish different IP subnets on each AP.  This means that they have to re-assign the DHCP pool.  All 
of these requirements in the lab, while more than just wireless features, give the students an 
understanding of how the access layer is designed with the backend in mind.  
 
 In the next lab students 
are introduced to controller-
based wireless networking 
systems.  We use Ubiquti 
products for this lab.  These 
products use thin APs.  They 
operate on both the 2.4 GHz and 
5 GHz radio bands.  Students 
setup three APs on their 
controller.  They also establish 
multiple SSIDs on each access 
point, each with different types 
of security for that SSID.  Power 
adjustments are made on each 
AP for each radio band.  With 
several wireless networks operating in one area, students learn the value of not establishing adjacent 
channel interference on the 2.4 GHz radio band and how to find and set channels on the 5 GHz radio 
band that appear to be underutilized.  Additional power adjustments are made as the network is fine 
tuned to reduce Co-Channel Interference as much as possible.   
 
 In the following lab we return to wireless test equipment exposure and introduce the students 
to professional level 802.11 Protocol Analyzers and Spectrum Analyzers.  We have the students resolve 
wireless network problems and find a rogue access point using Air Check G2 protocol analyzers.  They 
also use RF Explorers to pin point and shut down (turn-off) an RF interference device.  
 
 The last lab that we do in this class is to have the students design a Point-to-Point (PtP) wireless 
bridge.  We then go outside and have the student erect both ends of the bridge, align it and test 
throughput.   
 
   
 

ITNW-1378 



 
 The second wireless course is all about administering an enterprise wireless network.  As with 
the first course we use the official CWNP materials, both book and power point slides.  Our goal is to 
completely cover the CWNA certification objectives. In addition to using the CWNP training materials, 
we use the ACMA certification guide, since we use the Aruba Networks enterprise equipment. 
 
 We cover RF characteristics and antenna hardware at a deeper level than we did with the first 
course.  After that we launch into a full blown study of 802.11 network types and the device that 
comprise them.  A study of the actual frame exchanges comes next with specific observation on timing, 
optimization and problems encountered.  A great amount of time is placed on common challenges that 
administrator experience in most deployments.  Those are roaming problems, co-channel interference, 
adjacent channel interference, narrowband interference, hidden node problems, near/far problems, 
mis-matched power problems and well as configuration problems (both client and network side).  We study 
the various security methods along with the different types of traffic carried on the links such as non-
time domain vs time- 
domain traffic (Data vs 

VoIP/Video).  The need 
for Quality of Service 
(QoS) is observed with 
the need for different 
types of Authentication 
(802.1x/EAP vs PSK), 
especially in situations 
where Layer 3 roaming 
is prevalent.  We spend 
time studying the 
different types of Site 
Survey methods.  
  
 From a lab 
perspective, we build the student’s administrative skill set on Aruba Networks newest operating system 
Aruba OS 8.x.  This system uses the Mobility Master approach to controller based management.  This 
provides us the ability to build both Layer 2 and Layer 3 configurations in the Mobility Master and push 
them down to the supported controllers.  It also allows us to verify the configuration prior to activation 
on the controllers.   
 
 After a review of observing power levels, making measurements and performing signal-to-noise 
calculations (SNR), in lab one, we move on to the Aruba equipment. 
 
 The second lab is all about getting around on the Mobility Master (MM).  This entails a complete 
study of the Aruba dashboard and the different ways that configurations may be made and how they are 



managed.  We study the analytics feedback and error information provided as well as how to use the 
dashboard in troubleshooting activities. 
 
 Lab three entails the beginning of the network build.  We have the students physically connect 
and configure two wireless controllers to their mobility master.  We actually accomplish bring up the 
controllers using different methods to expand the students’ skill set.  Students verify that their 
controllers are active and correctly configured using both the GUI and the command line. 
 
 In lab four we have the students attach two access points to their system and push 
configurations to each of them.  The access points operate on two radio bands (the 2.4 GHz and 5 GHz), 
therefore we have the student adjust the power on each radio to reflect a single cell architecture.  
Multiple SSIDs are established on each radio to reflect the traffic that they will carry.  Students examine 
the tunnels that are built due to the establishment of the SSIDs.  Control traffic is observed using the 
PAPI protocol, while the data traffic is seen using GRE.  Each controller is established and monitored as 
the User Anchor Controller for each AP. 
 
 In lab five we add security to the network establishing access control over users.  Different 
security/authentication methods are assigned to each SSID on each radio.  Each pathway is verified 
according to the method and level of security created.   Both proper and improper credentials are used 
in the verification tests.  
 
 Lab six is about Roles, Policies and Rules.  Students learn that each client can be assigned a Role 
for authentication purposes.  The SSIDs are designed to accept or reject connections based on a client’s 
Role as challenged by the authentication method.  Students build Roles in the Mobility Master, which 
can be assigned to multiple users.  They build the Roles by establishing Policies and assigning them to 
various Roles.  However, they also create Rules (Access Control List, ACLs) and assign them to the Policies.  
The lab shows the student the layered and versatile structure of building security in the network for 
access.  
 
 Lab seven is a departure 
from configuring equipment due 
to the timing of the CWNA 
material.  Students observe the 
Site Survey process.  In lab seven 
we work through surveying using 
the Ekahau equipment.  
 
  In lab eight we move onto insuring availability.  Students establish backup connectivity by 
creating clustering designs.  Each AP is configured to multiple controllers.  The primary controller is the 
Active Anchor Controller, while the secondary controller is setup as the Standby Anchor Controller.  
After verifying the access point is passing traffic into and out of the network via the Active Anchor 
Controller, students verify their configuration by pulling the Ethernet cable between the controller and 



the AP.  They observe continuous performance and no drop in applications as the AP moves to the 
standby controller. 
 
 Lab nine has to do with properly setting up a Guest SSID.  Students build a SSID that utilizes a 
Captive Portal method of allowing 
the user to access the Internet 
without being able to reach other 
resources on the network.  A feature 
called Multi-Zone is used to insure 
air separation between the Guest 
traffic and other traffic.  This allows 
the network design to comply with 
PCI, FERPA, and HIPPA regulations.  
 
 The last lab is an overview where the students return to the dashboard of the Mobility Master 
GUI to review the monitoring abilities of the system.  Student are shown ways to break out traffic by 
various attributes, drill down on specific features and explicitly view their controllers operations as well 
as clients of interest. 
 
  To date we have offered the Fundamentals of Wireless class several times and have well over 
30 students who have earned their CWT certifications.  We have only offered the Wireless 
Administration class once and it had 10 students.  It just ended a week ago and we have three students 
who have taken and passed the CWNA certification exam.   
 
 Mark you can pull from this information whatever you need for your presentation.  I hope this 
has been helpful. 
 
Jeff Fant, Professor of Convergence Technology 


