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1-YEAR CYBER GRANT  

 ONE YEAR PROGRAM 

 focused on displaced workers  

 lack of remedial training not obstacle 
 

 CONSOLIDATES  

 technical 

 remedial 

 soft skills training 
 

* Cyber Technology Certificate Overview  

 

 



COUNCIL DISCUSSION - CYBER PROGRAMS 
 

JOB / INTERNSHIP PLACEMENT ISSUES 

 need for real world experience 

 need for training using case scenarios 

 utility of contract service contract 

 need for background checks 

 

 

 



BACKGROUND CHECKS 

 What they look for  
 felonies 

 drug use (may be waived in some instances) 

 DUI convictions 

 significant debt problems 

 non-US citizen 

 significant ties to overseas families, businesses, or 
governments  

 

 Relevant issues  
 legal  

 rights  

 grant requirements 

 



NEED FOR INTERNSHIP OPPORTUNITIES 
 

 council willingness  

 to share help desk case scenarios not 
classified 

willingness to provide workshops for students 

 one intern placed  

 had college degree in communications 

work experience 

 studying forensics 

will be hired by company in January 

 



AACC INTERNSHIP INTERNAL PROGRAM 

using current students  

 lab set up 

 imaging computers 

 assisting students 



PROGRAM REVISIONS  
 

 NETWORK TRACK… 

 computer server administration track 

 computer network administration track 

 

 OVERVIEW REVIEWED BY COUNCIL  

 quick response on review 

 use of red/blue/white teams 

 
* CNA-CSA curriculum description 



 Rather than four courses on theory/setup (Networking 1-4) 

separated by one course on security in the second semester, 

consider an arc of courses as follows: 

 Elevate security (especially the concepts of red team, blue 

team, and white team) to a top-level design goal for your 

tracks.   

 

 CS 157: functional networking (getting the network up & running)  

 CS 158: breaking your network (attacks on the network, security components)  

 CS 257: resilient network operation (blue and white teaming-like) 

 CS 258: network monitoring and automation (grab bag of advanced concepts) 

 

COUNCIL COMMENTS ON NETWORKING REVISIONS 



RED / BLUE TEAM / WHITE CONCEPTS RATIONALE 

Teach CCNA concepts through a series of hands-on laboratory 
exercises supplemented by small amounts of lecture and medium 
amounts of homework.  

 
 each concept/topic could be triply reinforced using labs on 

 (a) setting up the concept [get the switch configured] 

 (b) breaking the concept [how is it insecure?] 

 (c) fixing the concept [how can you mitigate the problems from #b] 

 

The goal would be to produce students who haven't just 
memorized the concepts for the CCNA exam, but rather 
understand some of the consequences and best-practices 
approaches to network architecture/configuration choices.  
Red/Blue/White Team Concept 

http://blogs.ixiacom.com/ixia-blog/red-team-blue-team-a-better-approach-to-cyber-security-training/


COUNCIL SIDE BENEFITS 

 quick review / comments 

 rental of facilities for local contractual training 

 willingness to share use cases  

 willingness to work with us  one-on-one to 

develop targeted programs 

 use of concept for DBMS advisory board 



FLORIDA -  VALENCIA COLLEGE  

CYBER RELATED FRAMEWORK 

 frameworks for the Applied Cybersecurity program at the secondary 

and post secondary levels 

 

 macro design for the program at the secondary level - the progression 

from grades nine to twelve 

 

 at the AS degree level, the state of Florida  organized  Cybersecurity 

and Digital Forensics domains under the Network Systems 

Technology program 

 

 Wael Yousif 

 Nasser Hedayat 

 



QUESTIONS? 

 JOSELLE GATRELL, AACC 

 JGATRELL@AACC.EDU 


